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FINANCIAL CONTROL IN THE SECURITY AND DEFENSE SECTOR: FOREIGN EXPERIENCE AND
DEVELOPMENT PROSPECTS

Introduction. Given the exceptional role of the security and defense sector, the current dynamic trends of its financial side, it is
highly likely that control now plays a rather peculiar and specific role in the functioning of its institutions.

The purpose of the paper is a critical analysis of the features of the functioning of the financial control system in the security and
defense sector to identify problematic aspects and identify possible ways to overcome shortcomings and improve current control
practices in this area.

Results. As a result of the study, the need to strengthen the control system in the security and defense sector was substantiated and
the main important industry features and specific features that affect it were identified. Among them: increased secrecy, the use of
modernized procurement procedures and relevant platforms, not all procurements are open; European integration processes and the
development of international cooperation and assistance, etc. Based on a critical analysis of existing foreign experience, proposals for
improving control in the security and defense sector were summarized. In particular, the feasibility of using alternative types of control,
including internal audit, is substantiated. The advantages of using analytical methods in control in the security and protection sector are
proven and their list is identified, the feasibility of using benchmarking and using life cycle analysis of weapons and equipment is
substantiated.

Conclusions. To implement such innovations, the Ukrainian financial control system should implement various areas of its own
development. In particular, it should be aimed at developing control institutions and analytical infrastructure (creating independent
bodies, involving the public, introducing analytical centers, etc.). In addition, it is necessary to actively develop the digitalization of
control, work towards strengthening its orientation towards ensuring the efficiency of resource use.

Keywords: financial control, control institutions, security and defense sector, features, efficiency, budget funds, foreign experience,

analytical methods, improvement

INTRODUCTION

The modern development of financial control in the
security and defense sector is characterized by a number of
specific features and peculiarities, which are mainly related
to the current situation, in particular the Russian military
aggression against Ukraine. In addition to transformational
changes in approaches to control, e.g., such as the use of
electronic documents, such control has its own attributes
and properties when it comes to the security and defense
sector of the country. The study of such issues has a double
meaning. On the one hand, it makes it possible to develop
more advanced, effective and efficient control methods and
tools. On the other hand, it contributes to the rationalization and
optimization of the use of budget funds for defense purposes.

The difficulties in the issues of financial control in the
above-mentioned sector, which are associated not only with
war, but also with the need to comply with a number of im-
portant principles of its functioning, activate and actualize
research searches for opportunities to improve the perfor-
mance of control functions by the relevant institutions.

Given the exceptional role of the security and defense
sector, modern dynamic trends in its financial side, it is
likely that control now plays a rather peculiar and specific
role in the functioning of its institutions.

The PURPOSE of the paper is a critical analysis of the
features of the functioning of the financial control system
in the security and defense sector to identify problematic
aspects and identify possible ways to overcome shortco-
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mings and improve current control practice in this area.

RESEARCH METHODS

General scientific and special research methods were
used in the research process. In particular, critical analysis
is used in the literature review to identify problematic
aspects of financial control in the security and defense
sector, as well as to study foreign experience in its imple-
mentation. Statistical and graphical methods were used in
the process of substantiating the need to strengthen and
improve the control system. Based on the analysis and ge-
neralization, the main important industry features and spe-
cific features that affect the control system were identified:
increased secrecy; the use of modernized procurement pro-
cedures and relevant platforms, not all procurements are
open; European integration processes and the development
of international cooperation, and assistance, etc. Based on
the critical analysis of existing foreign experience, pro-
posals for improving control in the security and defense
sector were summarized. In particular, the feasibility of using
alternative types of control, including internal audit, was
substantiated; the advantages of using analytical methods in
control in the security and defense sector were proven and
their list was identified, the feasibility of using benchmar-
king and the use of life cycle analysis of weapons and
equipment was substantiated.

RESULTS

The issues related to the implementation of financial
control in this area in recent years, and the conduct of
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scientific research in this area are represented in many
publications. Among the scientists and practitioners who
actively research the problems of financial control in the se-
curity and defense sector, the following should be men-
tioned: 1.V. Vovkochin [1], L.M. Kasianenko [1], M.V. Kovaliv
[2], R.I. Samsin [3], E.Yu. Sobol [4], N.P. Khrystynchenko
[2], O.I Tseluiko [5], et al.

N.P. Khrystynchenko, M.V. Kovaliv rightly state that:
“control here acts as a means that contributes to the es-
tablishment of proper discipline and legality, transparency
and openness of the defense industry, and is also a gua-
rantee of the introduction of the best European and world
standards into the defense sector” [2, p. 2].

Focusing on the importance of the security and defense
sector, L.M. Kasianenko, I.V. Vovkochin draw attention to
the fact that “control over the use of funds allocated to this
area is not carried out in full and with concealment of real
data”[1, p. 93].

It follows from this that there is an objective need to
develop and improve both the control system itself in the
organizational and institutional context, and the tools and
methods for implementing control actions, as well as docu-
menting their results. Since control in this sector is mainly
associated with the use of budget funds, it is identified as
financial in the vast majority of publications.

N. Masson, L. Andersson, M. Salah Aldin believe that
“financial control in the security sector is a tool for ensuring
control over the fact that state funds allocated to ensure
people’s security are spent in conditions of transparency
and accountability” [8, p. 12].

Without going into the development of the polemic on
issues of categorical definition, we note that the current
Ukrainian legislation does not provide a direct definition of
financial control. Its identification is possible due to the
signs, subjects, objects and other characteristics that are given
in legal acts of a higher instance (Laws, Codes). In the prac-
tical plane, the implementation of the current principles of
the functioning of the financial control system, its tasks, di-
rections, as well as recommendations for conducting control
actions, together with objects and subjects, allows us to assert
that the definition of this concept can be quite multifaceted
(which is observed in modern professional literature and scien-
tific research). However, the main features of such control are
the use of all available, including innovative, tools and me-
thods to identify shortcomings or abuses in the use of budget
funds to ensure their targeted, rational and effective spending.
It is the focus on ensuring rational, effective, and most im-
portantly targeted use of budget funds that is a priority task of
financial control, as an important management function.

And instead, taking into account the existing gaps in the
implementation and implementation of the results of financial
control, an urgent modern research task is to develop re-
commendations aimed at strengthening the existing financial
control system in all possible ways, in particular through
the development of its modem tools and the study of positive
foreign experience. In addition, both the status of the industry
and the attention to its financial support, which is implemented
in conditions of martial law, significantly actualize the need
to ensure the formation of a high-quality and effective control
system. In particular, the draft budget of Ukraine for 2025
provides for expenditures on institutions in the security and
defense sector in the total amount of UAH 2,073.01 billion

(Fig. 1).
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Fig. 1. Expenditures on the security and defense sector in the
budget of Ukraine, billion UAH [6]

According to the Budget Declaration for 2026-2028, “in
the coming years, financing the defense sector will remain
the main item of the state budget... In the event of the oc-
currence of the baseline scenario with a ceasefire in 2026,
the government will be faced with the task of preserving
the state’s defense capability. The projected state budget
expenditures on security and defense will amount to: UAH
1.817 trillion in 2026, UAH 1.439 trillion in 2027, and
UAH 1.384 trillion in 2028” [7].

Given the exceptional nature of the situation, the financial
control system, like no other, can play a key role in rationa-
lizing the spending of budget funds. However, it should be
taken into account that it has a number of modern specific
features caused by martial law.

The first such feature is the increased secrecy and li-
mited access to financial information due to its belonging
to the state secret. This, of course, affects the availability of
audit, public control or journalistic investigations, etc. However,
in terms of state financial control, such issues are clearly re-
gulated. At the same time, a balance is ensured between trans-
parency and security, the result of which is the achievement
of targeted use of budget funds.

The second feature is the objective value of the funding
volumes, which, due to high spending on the security and de-
fense sector, actualizes the task of ensuring efficiency,
targeted use of budget funds, as well as preventing corruption.

An equally notable feature that affects control in the se-
curity and defense sector is the fact of using modernized
procurement procedures and relevant platforms, in parti-
cular Prozorro. Given the secrecy of the industry, not all pro-
curements are open, which creates an increased risk of abuse.
The control system must have appropriate levers and tools
to minimize such risks. In addition, the relevant institutions
(such as the National Anti-Corruption Commission, the Na-
tional Anti-Corruption Bureau, etc.), whose activities are
focused on exposing schemes of abuse and embezzlement
of budget funds, must have not only the appropriate powers,
but also have high-quality human resources capable of de-
tecting such threats. That is, in modern conditions, the im-
portance of anti-corruption control is particularly increasing.

Another feature is the European integration processes
and the development of international cooperation and assis-
tance in the security and defense sector. The former ini-
tiated the introduction of internal audit, which is based on
risk assessment and ensuring efficiency, and the use of the
EU standard and the PIFC (Public Internal Financial Control)
model in control. The latter contributed to the expansion of
the audit of international institutions (including the World
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Bank, etc.) to financial transactions in foreign currency and
its receipts. In both cases, changes and development of control
tools and institutional capacity of its subjects (both internal
and external, in particular the State Audit Service, the Ac-
counting Chamber, etc.) took place. In addition, mandatory
accountability for grants or technical programs received was
introduced for the controlled entities themselves. This, of
course, affects the transparency of spending, and also affects
the efficiency of using funds received from foreign partners.

Given the growth of instability and increasing its impact
on the security and defense sector, the control system has
undergone certain transformational changes in its historical
development. In particular, the emphasis has changed and
the transition from formal control to the active use of ana-
lytical methods in its implementation, including a risk-
based approach.

State financial control, thus, in modern conditions has
new tasks, specifics and components. O.I. Tseluiko notes
that to increase efficiency it is necessary to organize these
components into a certain, clearly verified system, to con-
solidate this system in legislative and other regulatory and
legal acts [5, p.5].

To improve and develop the financial control system, it
is reasonable to generalize and critically analyze the exis-
ting foreign experience of its organization and implemen-
tation. From the available regulatory and literary sources, it
is possible to single out the most significant characteristic
features inherent in control systems in the studied area of
developed countries. The most common experience is the
presence of alternative types of control and the active use
of internal audit (Fig. 2).

As for the possibilities of using foreign experience in
Ukraine, it can be stated with great confidence that a posi-
tive result of control in the security and defense sector will
be a more active use of analytical methods when conducting
control measures and actions (which should be studied in
more detail in the future). Also for the considered developed
countries, in addition to the existence of state control, the
use of such a type as audit (both external and internal) is
characteristic.

In addition, it is necessary to positively assess, in parti-
cular, the advantages of the audit of the financial statements
of the US Department of Defense, which in official documents
are divided into financial and operational.

The former are manifested in at least two results: saving
money and avoiding unproductive losses (1); improving the
ability to use funds (2). As examples, the following infor-
mation can be cited (data taken from an official report). In
the first case (1), the following is confirmed, in particular:

— as of 2024, the Navy has identified 4 systems that are
planned to be decommissioned, which, according to preli-
minary estimates, will allow avoiding costs of almost $ 103
million;

Types, methods of control and its main features

The country and its
control bodies

USA — GAO and DoD | State + Internal control. Methods: risk analytics, compliance
) ™ audit, performance audit, use of IT systems to detect !
+ violations in real time. H

Germany — Federal 4’: State + Internal control. Methods: strategic financial audit
Court of Auditors 1 with analytical reports, focusing on assessing the efficiency |
i of defense budget allocation + application of benchmarking '
i (comparison of expenses of different army units). ]

i State + Internal Control. Methods: analytical audit of long-
[* term defense contracts; Approaches: Cost-Benefit Analysis,

Canada — Office of the
Auditor General of

Canada. i life cycle analysis of weapons and equipment (LCC !
! analysis) '
e
~
Common feature: widespread use of analytical methods and development of internal

control
(1) — Government Accountability Office and the US Department of
Defense; author's generalization based on critical analysis [9-13]
Fig. 2. Main features of control systems in the security and
defense sector of the USA, Germany and Canada

— in fiscal year 2023, the US Air Force reported the use
of such an analytical method as machine learning, which
made it possible to identify liabilities in the amount of
$ 653 million, which can be applied in such a way as to
preserve future purchasing power [12].

The second (2) highlights: improving financial systems
and data; increasing the informativeness of data on assets
and inventories; reducing cybersecurity risks; increasing
the efficiency of processes (Table 1).

Such experience is also desirable and appropriate for
Ukrainian practice of control in the security and defense
sector. It is especially relevant in today's unstable conditions.

As for the German and Canadian experience, the most
appropriate in it is the use of benchmarking (Germany) and
the use of life cycle analysis of weapons and equipment
(Canada). The introduction of such approaches into control
practice in Ukraine will contribute to increasing the infor-
mativeness of control results in the context of optimizing
resource use.

In general, to improve and strengthen control in the
security and defense sector in Ukraine, it is advisable to use
such analytical methods as: risk analysis (Risk-Based Audi-
ting); Data mining and Big Data analytics; cohort analysis
of costs (comparison of costs of different brigades and units);
Cost-Effectiveness Analysis (CEA) — analysis and compa-
rison of the effectiveness of various programs and projects;
use of BI systems (visualization, dashboards, cost monitoring).

To implement such innovations, the Ukrainian financial
control system should initiate various directions of its own
development. In particular, it is necessary to develop control
institutions and analytical infrastructure (create independent
bodies, involve the public, form analytical centers, etc.).

In addition, it is necessary to actively develop the digi-
talization of control, work towards strengthening its orien-
tation towards ensuring the efficiency of resource use.

This requires appropriate training of the control system's
personnel. In the context of the latter, in the most concise

Table 1 — Operational benefits of auditing the financial statements of the US Department of Defense [/2]

Advantages

Implementation example

Improving financial systems

and data 5.5 billion.

To standardize data, the Ministry of Defense developed an advanced analytics platform that helped
reconcile balances with the Ministry of Finance and avoid potential improper payments worth about $

Reducing cybersecurity risks

In 2023, the Air Force partially implemented an identity, credential, and access management tool,
which reduced cybersecurity risks, e.g., by improving user access control.

Improving process efficiency

5,600 work hours.

In fiscal year 2023, according to an official report from the Ministry of Defense, 79 applications were
implemented to automate processes, including 14 for financial systems, which resulted in savings of
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formulation, the main requirements for a specialist should
be knowledge of IT, analytics, and control methods.

CONCLUSIONS

Thus, financial control in the security and defense sector
in modern conditions is characterized by high requirements
in terms of ensuring the efficiency of the use of budget funds
and their targeted use. To this end, it should operate with
methods and tools that are justified in complex and unstable
conditions and provide proper transparency, balanced with
national security. In addition, all components and elements
of this system must be flexible enough to properly fulfill
their role in the control process and overcome high loads
and difficulties associated with the modern control environ-
ment, including the influence of martial law.

Ensuring synergy in the implementation of control func-
tions in the security and defense sector requires the coordi-
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®IHAHCOBHU KOHTPOJIb B CEKTOPI BE3ITEKH TA OBOPOHM: 3APYBI)KHUI TOCBIJI I
HNEPCIIEKTUBHU PO3BUTKY

Bcmyn. 3sadicarouu Ha 8UHAMKOBY posib ceKmopy Oe3neku ma 000pOoHU, CYHUACHI OUHAMIYHI MeHOeHYIT 11020 QIHAHCO80I CMOPOHU,
MOJICHA 3 BENIUKOIO UMOBIDHICIIIO 68AdCAMU, WO KOHMPOLb 3apa3 Gidicpae 00CUumyb C60EPiOny i cneyudiuny ponsb 6 QyHKYiOHy8anHi
11020 THCMUMYYitl.

Mema cmammi — KpumuyHui amaniz ocoonusocmeti QYYHKYIOHYBAHHA cucmemu QIiHAHCO8020 KOHMPOMIO 8 ceKmopi be3neku ma
000pOHU 0715 8UABNEHHS NPOONIEMHUX ACNEKMI8 Ma I0eHMUPIKayis MOHCIUBUX ULTAXIE NOOONAHHS HEOONIKI8 U YOOCKOHANEHHS YUHHOT
KOHMPONLHOL NpAKMUKU Y Yiti 2any3i.

Pesynomamu. B pesynemami o61pynmosano nompeby 6 NocuieHHi cucmemu KOHMpONO 6 cekmopi Oesneku ma 0OOpoHu i
[0eHmMU@MIKOBAHO OCHOBHI 6ANCIUGL 2any3e6i ocobnueocmi I cneyuiuni pucu, siki Ha Hei enmueaiomv. Ceped Hux: nidguujeHa
CEKpemHicmy, 3aCmoCy68antsi MOOEPHI308AHUX NPOYedyp 3aKyniéenb [ GIONOGIOHUX NIAM@OPM, He 6CL 3aKVRieNi € GIOKpUMUMU,
€8poinmezpayilini npoyecu ma po36UMoK MidCHApOOHOI cnignpayi ti donomozu mowo. Ha ocnosi kpumuunozo aunanizy HaseHozo
3apy0iscHO20 00CBIdy Y3a2anbHeHO NPONo3uyii 3 YOOCKOHANEHHSA KOHMPOTIO 8 CeKMopi be3neku ma o0opoHu. 30kpema, 00IpYHMOBAHO
O00YiNbHICMb 3ACMOCYBAHHS ANLIMEPHAMUBHUX 8UOIE KOHMPOTIO, 30KpeMa GHympiuinbo2o ayoumy. /logedeno nepesazu 3acmocy8anHs
nio 4ac KOHMPONIO 8 CeKMopi b6e3neKky ma OXOPOHU AHATTMUYHUX Memo0i6 Ul I0eHMUpIKo8aHo ix nepenixk, 0OIPYHMOBAHO OOYLTLHICIb
3acmocy8ants OeHUMApKIH2y Ma AHATIZY HCUMIMEBO20 YUKTY 030POEHD Ul MEXHIKU.

Bucnoexu. [[na peanizayii makux iHHOGayill YKpaiHCbKa cucmema @QiHAHCOB020 KOHMPONIO MAE peanizyeamu pisHi HANpAMu
61ACH020 po3eumKy. 30Kpema, oo Mae 6ymu cCnpamMo8ano Ha PO3GUMOK THCIUMYYili KOHMPOIO MA AHANIMUYHOL IHPACMpPYKmMypu
(cmeopenHs He3aNeNHCHUX OP2AHIB, 3ALYYeHHS SPOMAOCLKOCHI, 3aNPOBAONCEHHS AHANIMUYHUX YeHmpie mowo). Kpim yvozo, akmusno
Ci0 po3sueamu Yyu@posizayilo KOHMpomo, NPayroéamu 6 HANpsIMi NOCUNEHHs 1020 opieHmayii Ha 3a6e3neveHHs egheKmusHOCmi
PeCypCoOBUKOPUCTNAHHS.

Kniouosi cnosa: ¢pinancosuii xonmponws, incmumyyii KOHmponio, cekmop 6e3neku ma OXOpoHU, 0COONUBOCMI, eeKmusHicCmb,
010021cemui Kowmu, 3apyOidxcHULl 00CBi0, AHANIMUYHT MemOoOU, YOOCKOHAIEHHS
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